Challenge

Cellular Internet of Things (loT) device applications are nearly unlimited; 5G will facilitate use
even further.

However, concerns about security have slowed wide scale adoption of IoT devices. Vulnerable
cellular networks experience denial-of-service attacks via fake cell towers, and hackers can
easily collect data from any connected device from a point-of-sale to a commercial airliner.

Protect any connected device from network based attacks
with FirstPoint’s holistic cyber security protection

Comprehensive Protection for loT Devices

FirstPoint provides carrier based protection and allows private networks to safeguard all connected devices while
monitoring it all from a single dashboard.

Stop cyber-attacks before they happen by deterring attacks such as fake cell towers (aka IMSI catcher), cellular
Man-in-the-Middle, and attacks that exploit emerging vulnerabilities impacting loT devices. Our cybersecurity-as-a-
service delivers total, easy to deploy, always on network-based security for every connected device.
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How itworks

FirstPoint offers the following options, for implementation on a carrier or private network:

1. Shared or dedicated server: FirstPoint manages protected traffic at the MNO’s data center, routing
protected device traffic through either a shared or
dedicated server.

2. Full on-premise: The organization manages @ — @
protected traffic via a dedicated server, with a direct o —
link between the organization and the MNO. There is w"w —p- (ﬂé’)
no link to FirstPoint.

3. For private cellular networks or private EPC, the
system is always set up on premise, with no direct
link to any external public mobile network operator.

Simple, one-time, enterprise deployment
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loT use cases: endless, but so are threats

loT devices are used for an extensive number of applications. But that means more cellular cyber threats:

l?' Surveillance i Banking (“\ Smart Cities @ Retail
Critical -R Transport Smart Buildings > Logistics
infrastructure el .’

FirstPoint knows how difficult it is to secure loT devices from
cellular network cyberattacks.

We can help you protect any loT device, anywhere

Talk to us about your needs, today: secure@firstpoint-mg.com

About FirstPoint

Israel-based FirstPoint protects any cellular device against hidden vulnerabilities in the network. Our agent-less, cellular network-based
approach to cybersecurity identifies known and unknown attacks 24/7, instantly activating protective measures. FirstPoint solutions
are completely transparent to the user/device, with no device installations, updates or slowdowns, protecting any device; e.g., mobile
phones, M2M, security sensitive IoT and connected systems). Our team experts comprise cybersecurity and telecom veterans with
decades of experience in interception, communications intelligence and cyber technologies.



